MAR:A Commuter Router Infrastructure for the Mobile Internet

Pablo Rodriguez

MicrosoftResearch 7 JJ Thomson Avenue Cambridge, UK pablo@microsoft.com

RajivChakravorty

University of Cambridge Computer Laboratory Cambridge, UK ra jiv.chakra vort y@cl.cam.ac.uk

Julian Chesterfield

University of Cambridge Computer Laboratory Cambridge, UK julian.c hesterfield@cl.cam.ac.uk

Ian Pratt

University of Cambridge Computer Laboratory Cambridge, UK ian.pratt@cl.cam.ac.uk

Suman Banerjee

University of Wisconsin-Madison Madison, WI,USA suman@cs.wisc.edu

ABSTRACT

We intro duce MAR, a comm uter mobile access router infrastructure that exploits wireless diversit y (e.g. channel diversit y, net work diversit y, and technology diversit y) to pro vide impro ved data performance for wireless data users. Our system design stems from the observ ation that rather than choosing a single wireless service pro vider (e.g. Sprin t, AT&T, BT, Vodafone), a single technology (e.g. GPRS, UMTS, CDMA, 802.11), or a single wireless channel, users can obtain significan t benefits by using the multiplicit y of choices available. MAR is a wireless multi-homed device that can be placed in moving vehicles (e.g. car, bus, train) to enable high-sp eed data access. MAR dynamically instantiates new channels based on traffic demand, aggregates the bandwidth and dynamically shifts load from poor qualit y to better qualit y channels. MAR, th us, pro vides a faster, more stable, and reliable comm unication channel to mobile users.

We have implemen ted and tested the MAR system in our testb ed which spans the net works of three differen t cellular pro viders. Through our exp erimen ts we have performed a detailed evaluation to quan tify the benefits of MAR for differen t proto cols and applications. For example, even in highly mobile environmen ts, MAR, on average, impro ves the end-user exp erience of web-bro wsing and streaming applications by a factor of 2.8 and 4.4 resp ectiv ely. Our results show that significan t benefits can be obtained by exploiting the diversit y in coverage offered by man y cellular operators, differen t technology net works (e.g. GPRS, CDMA), and diverse wireless channels.

Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. MobiSYS’04,June 6–9, 2004, Boston, Massachusetts, USA. Copyright 2004 ACM 1-58113-793-1/04/0006...$5.00.

Categories and Subject Descriptors

C.2 [Computer Systems Organization ]: Computer- Communication Net works; H.4.m [Information Systems ]: Miscellaneous

General Terms

Measuremen t, Design

Keywords

Multi-link Bandwidth Aggregation, Channel Diversit y, Wireless

1. INTR ODUCTION

All over the world, 2.5 and 3G wide-area cellular net works (e.g. GPRS, UMTS, CDMA2000) are being deplo yed to pro vide high-sp eed mobile data services. Cellular net works pro vide wide coverage, enabling ubiquitous wireless data access services. However, they are plagued by problems such as high and variable round trip times, pac ket losses, burstiness and occasional link outages which significan tly limit the final bandwidth offered to the end-user. On the other side of the spectrum of wireless-data technologies, wireless- LAN systems (e.g. 802.11b, blueto oth) are rapidly emerging as an alternativ e technology to wide-area wireless systems. WLAN systems can easily pro vide access rates on the order of several Mbps and a much smo other end-user exp erience than wide-area wireless systems. However, their coverage is limited, mostly restricted to hot-sp ot areas (e.g. airp orts, restauran ts, hotels, etc.). The end result is that curren t wide-area and local-area wireless technologies fail to pro vide the level of bandwidth, coverage, and resilience required to pro vide high-sp eed mobile data applications.

Rather than picking a given technology , we argue that a more efficien t approac h is to use a multitude of wireless technologies simultaneously (e.g. GPRS, UMTS, Digital Video/Audio Broadcast, 802.11). To this exten t, we presen t the design and implemen tation of MAR - a commuter Mobile Access Router system for on-the-move Internet access. MAR is a wireless multi-homed device that can be placed in moving vehicles (e.g. car, bus, train) to enable high-sp eed data access, th us, creating a mobile hot-spot. MAR dynamically instan tiates new channels based on traffic demand, aggregates the bandwidth and dynamically shifts load from poor qualit y to better qualit y channels. MAR, th us, pro vides a faster, more stable, and reliable comm unication channel to mobile users. Local access to the MAR net work by users is pro vided through an 802.11 interface which ensures that the local access link is neither capacit y nor wire constrained.

In this pap er, we presen t the metho d used by MAR in exploiting differen t levels of wireless diversit y (channel, network, technology). Based on thorough exp erimen tal tests, we show that significan t benefits can be obtained by exploiting the diversit y in coverage offered by man y cellular operators and differen t technology net works (e.g. GPRS, 3G). We presen t the results of a real MAR implemen tation and quan tify the performance of MAR for differen t protocols and applications in a variet y of scenarios. In particular, we show how MAR is able to significan tly impro ve end-user exp erience for Web bro wsing and streaming applications in highly mobile environmen ts.

Challenges in Wide-Area Wireless Access

There is a strong growth in mobile Internet access, fuelled by the increasing popularit y of WiFi (i.e. IEEE 802.11b-based WLANs), and the worldwide deplo ymen t of wide-area wireless net works such as 2.5G GPRS and third generation wireless (3G). Multi-mo de devices (e.g. WLAN-GPRS cards) are becoming increasingly affordable, and a growing num ber of mobile devices such as laptops, PD As and handhelds are equipp ed to connect to multiple net works.

With the proliferation and ever decreasing costs asso ciated with wireless access devices, pro viders are increasingly looking towards practical issues of service deplo ymen t and performance guaran tees. Mobilit y that involves hando vers between Wi-Fi ‘hotsp ots’, 2.5G and 3G wireless data services contin ue to pose a significan t challenge, as does the intelligen t manipulation of channels and multiplexing/striping of data across available wireless links to achieve the best possible performance and access under variable and often unpredictable conditions.

In light of this, it is imp ortan t for us to iden tify the challenges in building reliable wireless comm unication systems:

Wireless Link-related Problems. Cellular net works in the wide-area such as 2.5G General Packet Radio Service (GPRS) and 3G (e.g. UMTS, CDMA2000 etc.) promise users always-on connectivit y in the wide-area. However, real exp erimen ts conducted over pro duction net works (e.g., GPRS, CDMA2000) indicate that such links are curren tly plagued with several problems such as high and variable round trip times, patterns of burst pac ket loss, frequen t link outages, and significan tly lower bandwidths than originally claimed [11],[15]. In other words, it seems that there is curren tly no wireless technology in the wide-area, that can offer the level of reliabilit y desired. This means that we either have to adapt proto cols and applications to work over such links or work for other more practical alternativ es.

Sp ectrum Limitations. Wireless net works are spectrum constrained. Cellular net work (and WLAN) operators are only allocated a limited amoun t of bandwidth. This fixed bandwidth enables them to only supp ort a limited num ber of subscrib ers in each service area (cell). However, increasing the data rate for each subscrib er is a trade-off against the num ber of subscrib ers the service area can supp ort. This situation is particularly exacerbated when subscrib er density and application/con ten t size increase at the same time. Licensing laws and comp etition add to the problem [3].

Lac k of Real systems Exploiting Div ersit y. Most curren t comm unication systems are single input single output (SISO) systems; such systems cannot afford to exploit diversity because of the use of only one transmitter and receiv er able to operate over the comm unication channel. Spatial domain solutions can result in considerable impro vemen t in wireless system performance. Techniques that exploit spatial diversit y (e.g., Tx/Rx diversit y, beam forming, MIMO systems etc.) are pro ven techniques to impro ve wireless system (and link) performance. Unfortunately , curren tly deployed wireless systems have yet to exploit such techniques [3].

After iden tifying some of the challenges, we feel that it may be difficult (at least in the near term) to realize a wireless comm unication system that uses a single air interface, and is still able to cater to the requiremen ts of all mobile applications. Instead, we adv ocate the use of multiple air interfaces simultaneously , to build a better combined wireless comm unication channel (link). Such a link can pro vide more predictable data-rates and is better able to meet different mobile application requiremen ts as well as mobilit y scenarios. To that end, we adv ocate exploiting net work diversit y from differen t wireless net works and operators to be able to aggregate bandwidths that can then be offered as a single large, more stable pip e to end users. We presen t results from our curren t implemen tation of MAR in section 4.

Based on the availabilit y of such wireless diversit y, we find that we can mak e use of MAR to connect to a number of wireless cellular net works simultaneously , and exploit the net work diversit y in the wide-area to pro vide a fairly reliable comm unication link. The adv antage from such network diversit y is apparen t; net work interfaces in a MAR router connect to the base-stations of differen t operators, which are typically sited at differen t locations or operate at differen t frequency bands or proto cols. In this way, MAR can exploit the inheren t net work diversit y.

2. MAR – ARCHITECTURE

In this section we presen t the main architecture and componen ts of the MAR system. The MAR system consists primarily of the MAR router which performs bandwidth striping (aggregation) across multiple net work wide-area wireless interfaces to exploit the diversit y available from different wireless net works to pro vide a faster, smo other, and more reliable wireless channel. When used in conjunction with a MAR server pro xy located in the wired infrastructure (see figure 1) the comm unication channel can further be optimised to pro vide transparen t TCP , UDP or application based proto col enhancemen ts. Services such as custom-built session striping proto cols, more efficien t caching and conten t adaptation and compression migh t easily be achieved without requiring end system changes.

The core comp onen ts of the MAR router are presen ted in Figure 1 and they include a) MAR net work adaptation layer, b) MAR Session proto col and c) MAR Pro xy Services.

GGSN

Optional

RNC

BSc

BSc

WLAN

GGSN

MAR Server Proxy

PDN (Internet)

UMTS Node B

GPRS BTS

GPRS BTS

AP

Server Proxy socket

TCP/IP

Network Interface

Network Interface

MAR MAR

Local Interfaces

(802.11, bluetooth, Ethernet)

Session Prot.

(Vodafone)

(AT&T)

(Cingular)

IF1 IF2 IF3 IF4 IF5

Client Proxy MAR

MAR Session Prot.

MAR Adap. Layer

MAR Router

Wide-Area Interfaces

GGSN

Web Server

Socket Inf.

TCP/IP

Interface

Network

Remote Server

BSC: Base Switching Center SGSN: Serving GPRS Support Node

PDN: Public Data Network RNC: Radio Network Controller

BTS: Base Transreceiver Station

GGSN: Gateway GPRS Support Node

AP: WLAN Access Point

�

�

�

�

�

�

�

�

�

�

� �

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

Hub

Figure 1: MAR System Architecture and Comp onents.

MAR Net work Adaptation La yer: The MAR router pro vides a set of local interfaces as well as a num ber of wide-area wireless interfaces. Local interfaces pro vide access to local mobile users. They can include both wireline as well as wireless technologies (e.g. ethernet, blueto oth, 802.11) to pro vide connectivit y to PD As, laptops, and other devices. MAR pro vides a DHCP server that dynamically assigns priv ate IP addresses to local users from a pool of addresses. Mobile devices are configured to use MAR as their default router and DNS server. To this exten t, the MAR router runs a local DNS server. MAR also pro vides a num ber of wide-area interfaces that can accommo date a variet y of wide-area wireless technologies (e.g. GPRS, UMTS, CDMA, long-range 802.11, Digital Video/Audio Broadcast, etc.). The MAR router automatically connects to all preconfigured wide-area net works, authen ticates with each operator, and obtains the required parameters to enable each wide-area interface (e.g. IP address, DNS server, default router, etc).

IP addresses assigned by each wide-area operator to each interface belong to differen t ranges of addresses and in man y cases they are obtained from a priv ate range of addresses (e.g. 10.0.0.1, 192.168.2.1). To be able to route requests originating from local mobile clients through the multiple wide-area operators, MAR needs to implemen t a net work adaptation layer. Requests from local users are directed to the MAR router. Based on a particular MAR scheduling policy, MAR selects a given interface for each pac ket or request. Once a given interface is selected, client-originated pac kets are source-NA Ted (b oth IP address and port) using the IP address of the selected wide-area interface. To the external world, the MAR router app ears as a NAT box. Downlink traffic flowing from the wireline towards the clients, will have a destination IP address that is the same address of a given MAR interface. MAR de-NA Ts such pac kets and forwards them to the appropriate mobile user.

MAR Session Proto col: One of the key functionalities of MAR is that it can aggregate the available bandwidth across all wireless interfaces. This aggregated bandwidth is then offered as a larger, more stable pip e to the end users. Aggregating bandwidth from the multiple wide-area interfaces is implemen ted through the MAR Session Proto col.

MAR Session proto col operates between the MAR router and the MAR pro xy-serv er. However, as we will see below, the MAR router can also implemen t a simple session proto col to work as a stand alone system without requiring the presence of a MAR pro xy-serv er. The scheduling proto col itself is not part of the MAR architecture. Instead, MAR pro vides an API which can accommo date any custompurp ose built striping proto col (e.g. [14],[16],[17]).

One approac h to implemen t a session scheduler with a MAR router is to use link-la yer striping techniques [16, 17], where differen t pac kets are sent to each interface regardless of their connection id. However, using such a scheme, different pac kets belonging to the same TCP connection can end up in differen t interfaces, and therefore, become different source addresses. Such a scheme will break the TCP connection seman tics since servers will receiv e pac kets belonging to the same TCP connection with differen t IP source addresses, hence we see the adv antage of using a server pro xy to recom bine the differen t channels.

Later in this pap er we evaluate a simple MAR Session Proto col that does not require a server pro xy. A per-TCP conne ction scheduler is used such that all pac kets belonging to a given TCP connection are assigned to the same interface for the duration of that connection. In this manner, TCP seman tics are main tained, reordering problems are minimized and no changes are required to clients or servers. One dra wbac k with such per-TCP scheduler is that no consideration is given to how much data is requested on each connection. As a result, from the end-users point of view, an end-user may end up waiting for connections that have been assigned large portions of the data, while other connections are idle or being used to serve other users. Solving this requires the use of the enhanced pro xy services.

Through the MAR Session API, the MAR router can also accommo date a wide-range of session scheduling policies to load balance pac kets/connections among differen t interfaces. Next we describ e some of those policies and what elemen ts are exp osed by MAR to implemen t them. The MAR session scheduler can include various policies such as round-robin, least loaded interface, weighted policies, etc. To help determine which interface should be resp onsible for a given pac ket/connection, MAR monitors the Signal to Noise Ratio (SNR) and Bit Error Rate (BER) values of each interface and the interface’s average throughput. The SNR and BER can be obtained using standard Hayes AT commands available from most wireless cards and phones. MAR uses SNR and BER in addition to throughput information since throughput measuremen ts can be biased by certain proto col beha viours. However, whenev er SNR/BER information cannot be collected, MAR relies on past throughput information only. Our exp erimen tal results in [26] have shown to rep ort meaningful SNR values, however, BER values can only help to iden tify severe multi-path interference problems. Note that BER information can only be obtained when data is receiv ed.

Based on such information, MAR can determine the weight that should be assigned to each interface to prop erly perform load balancing (e.g. busier interfaces will be assigned fewer num ber of TCP connections, while faster interfaces will be assigned higher num ber of TCP connections). Moreover, MAR can determine whether an interface is in a blac kout period or not. For instance if the SNR falls below the minimum sensitivit y level or if no pac kets have been seen for a given period of time, the MAR router can safely assume that a given interface is non-functional. When MAR detects that an interface is going through a blac kout period, it stops sending data to that particular interface and re-schedules new pac kets/sessions to activ e interfaces. Once a blac kout is detected, MAR keeps monitoring the SNR and starts a periodic prob e to determine when the interface becomes activ e again and can be used to aggregate more bandwidth.

MAR Pro xy Services: The MAR router can work as a stand alone device or in cooperation with a MAR server pro xy located in the wired infrastructure (see figure 1). We envisage multiple uses of a MAR server-pro xy including the design of custom-built session striping proto cols, TCP optimizations and/or UDP based transp ort proto col for better link utilization, and application-lev el optimizations such as more efficien t HTTP caching proto cols, conten t compression and adaptation.

Exp erimen ts conducted have shown that Internet transport proto cols such as TCP are not optimised to pro vide good end-user exp erience over wireless wide area net works such as GPRS and 3G [11] [15]. Although the MAR router can work with standard TCP , in order to impro ve link-la yer utilization, the MAR system can also use a MAR pro xyserver that acts as a Performance Enhancing Pro xy (PEP). Using such a MAR pro xy-serv er, MAR can implemen t intelligen t optimizations that boost the throughput available on each interface. Such optimizations include avoiding TCP 3-way handshak e, slow-start, unnecessary DNS queries, spurious time-outs, etc. and are describ ed in [11] [12].

At a higher level, the MAR server-pro xy can compress application data ob jects before forwarding over the wireless links, reducing transfer size and thereb y impro ving resp onse time. Data can be compressed using application-sp ecific lossy as well as lossless compression techniques. Implementations of the MAR system could also include a client side web cache such as squid [27] for leveraging the redundancy in data requests between users over time and thereb y reducing the load on the wide-area links and enhancing user performance. We presen t these options as future extensions to the system without detailed analysis in this pap er.

3. EXPLOITING NETW ORK DIVERSITY

The abilit y to pro vide sustainable connectivit y and data rates using multiple wireless access technologies available in the same mobile terminal is a challenge. This is made significan tly more difficult because of the wide variet y of environmen ts (indo or, outdo or, moving, fixed, etc.). In this section, we discuss our practical findings of how and how much net work diversit y can be exploited in wide-area wireless environmen ts.

GPRS and 3G links like all other wide-area wireless networks, exhibit man y of the following characteristics: low and fluctuating bandwidth, high and variable latency , and occasional link ‘blackouts’ [15][9]. Previous work has given insigh t into the characteristics of these links. However, we are aware of no publicly available work that has quan tified the exten t of the diversit y in the wide-area wireless environmen ts. In this section, we conduct a series of wireless diversity tests. These have been rep eated under a wide range of conditions – from stationary (in-building environmen ts) to highly mobile (bus, train etc.) using differen t models and man ufacturer of handsets, and differen t sets of net work operators. These tests corrob orate our finding on differences in terms of coverage being offered by the operators, harsh conditions of the mobile environmen ts, and also its impact on application performance. In this section we summarize our findings. A comprehensiv e description on diversit y tests is available in the form of a separate technical rep ort [26]. We examine three differen t classes of diversit y that are available, which we call technology diversit y, net work diversit y and channel diversit y resp ectiv ely:

• T ec hnology Div ersit y: In technology diversit y we consider the (dis)-similarit y of the data performance observ ed by two wireless devices that are operating using two differen t comm unication technologies, e.g. CDMA and GPRS. GPRS is a data bearer service for the GSM system that uses a Time Division Multiple Access scheme to assign separate channels to different mobile devices. We exp ect that in urban areas, a MAR device with two interfaces that use differen t comm unication technologies, would exp erience minimal correlation in the data performance between the two interfaces.

• Net work Div ersit y: In net work diversit y, we examine the data performance of differen t wireless devices that are using the same underlying technology , but are attac hed to the net works of differen t operators. A MAR device with multiple interfaces that are attac hed to the net works of differen t operators typically observ es uncorrelated data performance on these interfaces. This is primarily because each interface connects to a differen t Base Station, and the wireless channel prop erties of the path between the Base Station and wireless interface are indep enden t of each other. Even where operators share the same base station location the frequency band or orien tation of the antenna will likely be differen t.

• Channel Div ersit y: Finally , in channel diversit y we examine the differences in wireless data performance between multiple interfaces that are connected to the net work of the same wireless cellular operator. A Base Station of a cellular net work simultaneously assigns differen t channels to multiple devices. The channel assignmen t technique is differen t in differen t cellular systems, e.g. differen t time-slots in GSM-based systems, differen t spreading codes in CDMA-based systems, etc. In man y cases two interfaces of a MAR device that are attac hed to the same cellular net work, will connect to the same Base Station. Therefore the correlation in data performance observ ed by these two interfaces will be relativ ely higher than the technology or net work diversit y cases.

3.1 Quantifying Diversity

We conducted exp erimen ts to quan tify the available diversity of two wireless devices along these dimensions for both static and mobile scenarios.

Setup

Figure 2 shows the exp erimen tal setup for our tests. We used a MAR router with multiple interfaces. For these exp erimen ts we used four differen t operators that pro vide wide-area wireless data services in our area (Opt1, Opt2, Opt3, and Opt4). Three of these operators (Opt1, Opt2, and Opt3) pro vide GPRS data services on the 1.8-1.9 GHz (Opt2) and 800-950 MHz band (Opt1, Opt3). The fourth (Opt4) operator pro vides CDMA 1xRTT services on the 800 MHz band. For differen t exp erimen ts we used a variet y of hardw are to simultaneously connect multiple interfaces to the same or differen t operator’s net works. In particular, we used three PCMCIA Sierra Wireless cards with ‘4+1’ slots (4 downlink GSM slots, and 1 uplink), and two Motorola Phones (Motorola T260 Phone, ‘3+1’ handset) that were connected through serial-line interfaces to the router. For the channel and net work diversit y exp erimen t, we performed exp erimen ts using the live-pro duction net works of the three GPRS operators. In the technology diversit y exp erimen ts we used GPRS and CDMA 1xRTT as the two underlying comm unication technologies.

PDSN

GGSN

GGSN Lab Proxy Server

(Opt3)

GPRS BTS

(Opt2)

GPRS BTS BSc

BSc

(Opt1)

Mobile Client

Multimode

GPRS BTS

BSc

PDN (Internet)

CDMA 1xRTT BTS (Opt4)

Server

BSc

GGSN

� �

�

�

�

�

�

�

�

�

�

�

�

� �

�

�

�

�

�

�

�

�

Figure 2: Experimental Set-up for Diversit y Experiments with TCP .

To quan tify the diversit y existing among differen t channels, net works, and technologies, we simultaneously initiated an ftp download for a large data file through each of the interfaces. The file was being hosted in a server in our lab and all traffic was going through a pro xy-serv er. This

0 5 10 15 20 25 30 35 40 45

0 50 100 150 200

Throughput (Kbps)

Time (in secs)

Static experiment, Network diversity

Interface-1 Interface-2

Figure 3: Instantaneous throughput variation for two colocated wireless devices connected to different op erato r’s net work (Opt1, Opt2) (an example snapshot from a static exp eriment).

pro xy-serv er implemen ts a num ber of TCP optimizations to impro ve TCP link utilization over the wireless links. These optimizations included avoiding slow start, remo ving spurious time-outs and decreasing traffic burstiness. A complete description of the optimizations implemen ted in this pro xy can be found in [10].

The static scenarios were performed at multiple locations in the city (including our lab oratory). The mobile exp erimen ts were performed in a car moving through the city streets.

The duration of each exp erimen t was appro ximately 30 min utes. We collected tcpdump logs at the MAR client to monitor the progress of the downloads. Subsequen tly we used these traces to calculate the instan taneous throughput (computed as the average data transfer rate for each sequence of 10 TCP segmen ts).

Results

For a static exp erimen t with two wireless cards connected to differen t operators’ net works, we show a snapshot of the instan taneous throughput of the two devices in Figure 3. (The figure shows a part of the entire download.) This is an example of net work diversit y. Both the cards show occasional loss of throughput. However these occurrences are indep enden t of each other as can be observ ed in the plot (In terface-1 exp eriences decreased throughput around time instan ts 10, 65, 150 and 168 seconds, while Interface-2 exp eriences the same around time instan t 172 seconds).

Figure 4 shows a snapshot from another exp erimen t of net work diversit y for a mobile scenario. In this example, Interface-2 exp eriences a large throughput outage period between time instan ts 40 to 220 seconds, while the throughput of Interface-1 remains unaffected.

In Figure 5 we show a snapshot from a static exp erimen t for the channel diversit y case, i.e. both cards connect to the same operator’s net work. We can see that loss of throughput is more correlated in this case than the net work diversit y exp erimen ts. For example, both the interfaces exp erience a loss of throughput at time instan ts 20, 125, and 180 seconds. However, there are other instan ts of time where each

0 5 10 15 20 25 30 35 40 45

0 50 100 150 200 250

Throughput (Kbps)

Time (in secs)

Mobile experiment, Network diversity

Interface-1 Interface-2

Figure 4: Instantaneous throughput variation for two colocated wireless devices connected to different op erato r’s net works (Opt1, Opt2) (an example snapshot from a mobile exp eriment).

interface indep enden tly exp eriences loss of throughput.

To measure the overall correlation in differen t such experimen ts, we use the Pearson correlation coefficien t. The Pearsons’s correlation coefficien t (ρ) expresses the degree of linear relationship across all of our data between two variables, X and Y and is given by ρ = � X Y − �^X �^Y_N � (^� X^2 −^( �^{X ) 2}_N )(^� Y^2 −^( �^{Y ) 2}_N )

where N is the num ber of data points. ρ varies between -1 and +1, where -1 is perfectly negativ e correlation and +1 is perfectly positiv e correlation. A value of 0 indicates no correlation.

Scenario Pearson’s coefficien t (ρ) Mobile, Channel diversit y 0.28 Static, Channel diversit y 0.14 Mobile, Net work diversit y -0.18 Static, Net work diversit y -0.04 Mobile, Technology diversit y -0.03 Static, Technology diversit y -0.02

T able 1: P earson’s correlation co efficient to quantify diversit y in various scena rios. The scena rios are sorted in decreasing order of ρ.

We tabulate the values of ρ for differen t exp erimen ts in Table 1. All the correlation values are either moderate, low or negativ e. This implies that there is significan t poten tial for MAR to exploit differen t kinds of diversit y in its operations. We can observ e that the channel diversit y case has the highest correlation under mobile conditions as would be expected, while technology and net work diversit y consisten tly exhibit correlation values of less than or equal to 0.2 indicating little or no correlation. For more a complete diversit y study , including a larger set of operators, longer traces, and parallel SNR/BER measuremen ts, please refer to [26].

4. MAR PERFORMANCE

5 10 15 20 25 30 35 40 45 50

0 50 100 150 200

Throughput (Kbps)

Time (in secs)

Static experiment, Channel diversity

Interface-1 Interface-2

Figure 5: Instantaneous throughput variation for two colocated wireless devices connected to the same op erato r’s net work (Opt1) (an example snapshot from a static exp eriment).

In this section we study how the MAR system uses diversity to impro ve link throughput and robustness. We consider both mobile and static environmen ts. In Section 5 we then study how these results affect the performance of several popular applications using a MAR system.

4.1 Implementation and Experimental Testbed

We implemen ted the basic MAR router functionalit y on a Linux based platform (we also implemen ted similar functionalit y as a Windo ws driv er for Windo ws XP). This implemen tation pro vides the MAR net work layer adaptation, uses TCP as transp ort proto col, implemen ts the basic MAR session proto col that uses per-TCP connection state scheduling, and pro vides a local caching system (Squid). Our MAR router is built with off-the-shelf comp onen ts and is equipp ed with multiple wireless interfaces to accommo date several wide-area net work carriers. In Figure 6 we show the basic setup for our exp erimen tal data collection, which is similar to the one describ ed in Section 3.1.

GGSN

GGSN

Proxy Server Lab Streaming Server

Web Servers

UDP Burst Generator

FTP Server

MAR router _{WLAN}

Mobile Clients

(Opt3)

GPRS BTS

(Opt2)

GPRS BTS BSc

BSc

(Opt1)

GPRS BTS

BSc

PDN (Internet)

GGSN

� �

� �

� �

�

�

�

�

�

�

�

�

�

�

�

� �

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

Ethernet Switch

Figure 6: Experimental Set-up (for all applications).

For mobile clients, we used a num ber of mobile devices including laptops and PD As. Clien t devices did not require any man ual configuration and they were configured to use the MAR router as their default router and DNS server via DHCP . The local Squid cache running on the MAR router was working in transparen t mode, therefore, mobile users did not have to man ually point their bro wsers to benefit from the MAR caching system.

For the following exp erimen ts we used the three cellular wireless operators that pro vide GPRS services in our area (Opt1, Opt2, Opt3). For the mobile tests, we placed the MAR router on a car and dro ve in urban areas. The average appro ximate speed of the car during the exp erimen ts was 20 mph.

4.2 Thr oughput

In this section we characterise the MAR link throughput in both static and mobile environmen ts, determining the impact of diversit y on the overall MAR throughput. To this exten t, we use an open-lo op UDP stream rather than TCP to ensure that our measuremen ts were not biased by any particular TCP-wireless beha viour. To evaluate the performance of UDP traffic in the MAR system, we created a client-serv er application that measures the available UDP throughput by sending pac kets at a rate close to the link capacit y. This net work application sends bursts of data pac kets bac k-to-bac k from the wire-net work towards the wireless Base Stations and measures throughput based on the inter-arriv al times between pac kets in a burst. Back-to-bac k pac kets are buffered by Base Stations and forwarded to the mobile device at the wireless link rate un til the buffer is depleted.

Given that we were using three differen t GPRS operators, we opened three parallel UDP sessions between the UDP server and the mobile client. Eac h UDP session used a differen t interface. Packets were pushed to the mobile device on all sessions. The MAR system was able to receiv e pac kets from all three interfaces simultaneously .

0

5

10

15

20

25

30

0 100 200 300 400 500 600 700 800 900 1000

Instantaneous Bandwidth (KBytes/s)

Sequence Number

Instantaneous Bandwidth, (Opt1) Instantaneous Bandwidth, (Opt2) Instantaneous Bandwidth, (Opt3) Instantaneous Bandwidth, (MAR)

Figure 7: MAR UDP P erfo rmance. Static environment. Throughput for each interface stand alone, and for MAR

In Figure 7 we show the UDP throughput for three different GPRS cellular operators. Such throughput was calculated over 200 bursts of 5 pac kets. The results show that the UDP throughput of two interfaces was quite stable around 5 Kb ytes/sec, however, the third interface was exp eriencing frequen t blac kouts, where no data was receiv ed. In this Figure, we can also see the performance of the MAR system. We observ e that the MAR throughput is much higher than the throughput of the best interface, around 14 KBytes/sec.

0

5

10

15

20

25

30

0 10 20 30 40 50 60 70 80 90 100

Instantaneous Bandwidth (KBytes/s)

No. of Values

Instantaneous Bandwidth, (Opt1) Instantaneous Bandwidth, (Opt2) Instantaneous Bandwidth, (Opt3) Instantaneous Bandwidth, (MAR)

Figure 8: MAR UDP P erfo rmance. Static environment. Aggregated sorted throughput.

We can also see that diversit y ensures that the MAR system does not see any blac kout periods, even during the periods when the third interface is not working well.

To better understand the throughput pro vided by different operators, in Figure 8 we presen t the same values obtained in Figure 7 ordered by throughput from highest to lowest. From this Figure we can see that interfaces 1 and 2 pro vide a very stable throughput for most of the trace. Only at the end of the Figure, we can see that these two interfaces had a num ber of samples with low throughputs or no data. On the contrary , interface 3 has a rapid deca y in its throughput, th us, having man y samples where throughput was zero. MAR has a very stable throughput around 14 KBytes/sec and does not go below values lower than 11 Kb ytes/sec. From this figure we can see that at a given location, picking the wrong interface may pro vide very bad end-user exp erience. However, MAR can easily pro vide a throughput that is much better than the best throughput pro vided by any interface.

In Figure 9 we rep eat the same exp erimen t as in Figure 7 in a mobile environmen t to better understand how MAR benefits from diversit y in a more hostile scenario. From this Figure we can see that the throughput variabilit y is much higher than in a static environmen t, with sudden changes in the operator’s ranking. Average throughputs for interfaces 1 and 2 remain at appro ximately 5 KBytes/sec, while interface 3 still pro vides a significan tly lower throughput than the others. Given the high variabilit y imp osed by the mobility environmen t, a client connected to a single interface will exp erience rapid changes in throughput and suffer from frequen t blac kouts. For a more intelligen t client that automatically selects the fastest interface, selecting the best interface becomes much more complicated since it is harder to identify a pro vider that consisten tly pro vides better throughput than the rest. Even for a client that could automatically select the fastest interface at any point in time, it would not be able to enjoy more than 5 Kb ytes/sec on average. On the other hand, with MAR, the throughput is much higher than with any other interface alone, pro viding an average throughput of around 10 Kb ytes/sec without requiring any sophisticated channel selection mechanism. In addition, throughput is more stable, efficien tly prev enting low throughput areas and blac kouts.

Figure 8 repro duces the results presen ted in Figure 9 sorting the instan taneous throughput from highest to lowest in a mobile environmen t. We can see the sorted throughput for all interfaces in a mobile environmen t drops faster than in a static environmen t (Figure 8). Th us, the amoun t of time spent in the lower throughput areas is higher for each individual interface. On the other hand, for the MAR system throughput sta ys high for most of the time and it never falls to zero. Even in such a mobile environmen t, the impact of highly variable rates in the MAR system is not as pronounced as for each individual interface due to the fact that MAR exploits the benefits offered by differen t typ es of diversit y.

0

5

10

15

20

25

30

0 100 200 300 400 500 600 700 800 900 1000

Instantaneous Bandwidth (KBytes/s)

Sequence Number

Instantaneous Bandwidth, (Opt1) Instantaneous Bandwidth, (Opt2) Instantaneous Bandwidth, (Opt3) Instantaneous Bandwidth, (MAR)

Figure 9: MAR UDP P erfo rmance. Mobile environment. Throughput for each interface stand alone, and for MAR

0

5

10

15

20

25

30

0 10 20 30 40 50 60 70 80 90 100

Instantaneous Bandwidth (KBytes/s)

No. of Values

Instantaneous Bandwidth, (Opt1) Instantaneous Bandwidth, (Opt2) Instantaneous Bandwidth, (Opt3) Instantaneous Bandwidth, (MAR)

Figure 10: MAR UDP P erfo rmance. Mobile environment. Aggregated sorted throughput.

4.3 MAR Blackout Reduction

One of the main factors that affects end-user exp erience is the frequen t presence of blac kout periods in most operators [10]. These blac kout periods are normally due to interference problems, hardw are failures, or loss of connectivit y or coverage. In this section we quan tify the performance of MAR under blac kouts. To this exten t, we define a blac kout period to be a period of time greater than a given blackout threshold where no data is receiv ed. To measure the blac kout periods we collected traces for UDP traffic in static and mobile environmen ts during a period of 1800 seconds for each interface and for the MAR system. For each of these traces we iden tified those periods of time where the interarriv al time between pac kets was greater than a given blac kout threshold. In the next table we show the percen tage of time spent in a blac kout period, assuming a blac kout threshold of 10 seconds.

T able 2: Amount of time sp ent in a black out by each op erato r and by the MAR system. Mobile environment. Black out threshold equal to 10 sec.

Proto col Opt1 Opt2 Opt3 MAR UDP (Static) 2.7% 1.3% 3% 0% UDP (Mobile) 6% 3% 4% 1%

From this table we can see that the amoun t of time spent in a blac k out can be quite significan t for a given operator (e.g. between 3% to 13% of the total trace time for Opt3). Mobile environmen ts also exp erience on average 2.6 blac kout periods more than their coun terpart static environmen ts. This is a natural effect of the fact that under mobile environmen ts, mobile devices suffer frequen t cell handoffs, loss of coverage, and sudden disconnections.

When comparing the ab ove results with the percen tage of time spent by the MAR system in a blac kout, we see that the MAR router spends a much smaller portion of the time in a blac kout. Th us, the probabilit y that the MAR system cannot receiv e data from any of its interfaces for a period of 10 seconds or more is almost negligible. Only in mobile environmen ts, MAR exp eriences small blac kout periods that accoun t for 1-2% of the total trace time. Therefore the MAR system significan tly increases resilien t against net work failures. This probabilit y should be smaller and smaller as the num ber of interfaces increases. This impro ved resilience beha viour of the MAR system is due to the high diversit y shown among multiple operators, channels, and technologies presen ted in Section 3.

5. MAR APPLICA TION PERFORMANCE

In this section we study the performance of MAR for two imp ortan t applications to better understand the impact of MAR in the actual end-user exp erience. The two applications considered are Web downloads and Video/Audio streaming.

5.1 Web Performance

To study the performance of Web traffic we considered three popular Web sites (CNN, Amazon, and Yaho o). For each of these Web sites we replicated their front page conten t in our lab. This was done to avoid the effects of conten t up dates, along with the performance vagaries of the public internet. We downloaded and hosted all necessary ob jects on our own web servers, creating multiple virtual hosts as necessary . We also hosted our own DNS server with all necessary records to repro duce the exact setup of the target Web pages. Exp erimen ts were performed in a mobile scenario. Eac h page was downloaded 20 times and the total page download time was averaged over all samples. To this exten t, we instrumen ted the Internet Explorer 6.0 bro wser to calculate the total page download time and log it into a file. The maxim um num ber of connections allowed by the bro wser was 30 and both bro wser and server supp orted HTTP/1.1 persisten t connections. Connections opened by the bro wser were scheduled using a per-in terface round-robin policy. All pac kets from the same TCP connection were assigned to the same interface. No explicit pro xy was configured at the bro wser. The characteristic of each page are: CNN (172 KBytes, 88 ob jects, 6 differen t embedded domain names), Amazon (94 KBytes, 43 ob jects, 3 differen t embedded domain names), Yaho o (61 KBytes, 17 ob jects, 3 differen t embedded domain names).

To understand the impact of MAR in Web bro wsing, we performed the following measuremen ts: We first measured the download times seen by the mobile user using one single interface for differen t operators (Opt1, Opt2, and Opt3). Then, we downloaded the same pages using the MAR router with three parallel interfaces and the same set of operators. Finally , we calculated the optimal MAR resp onse time. The MAR optimal resp onse time is calculated by summing all throughputs from all parallel-in terfaces during a given download. This optimal resp onse time corresp onds to that pro vided by an optimal session-lev el scheduler.

In Figure 12 we show the average resp onse time seen by the mobile bro wser for differen t individual interfaces, for the MAR system with the three ab ove interfaces, and the optimal resp onse time. From this Figure we can clearly see that the resp onse time pro vided by each individual interface is always much higher than for the MAR system. On average, users bro wsing Web conten t behind a MAR router can exp erience an acceleration factor of 2.8. This is a very significan t impro vemen t for mobile users. For instance, a page like Yahoo that can tak e to download almost two min utes without MAR, can be retriev ed in less than 40 sec with MAR. If the num ber of MAR interfaces is increased, the resp onse times can be decreased even further.

In Figure 12 we also quan tify the resp onse time when MAR uses a client pro xy-cac he. When MAR caching is turned on, requests from the mobile bro wsers are transparen tly redirected to the cache. Requests that result in a cache-HIT are satisfied very fast through the local-area interface, while missing ob jects are retriev ed from the origin server. To understand the impro vemen t pro vided by the MAR caching system we rep eat the exp erimen ts in Figure 12 using MAR client-pro xy cache. The results show that caching can clearly have a significan t impact in reducing end-user latency , impro ving the average resp onse time pro vided by MAR by an additional factor of 1.8. Even for a page like CNN that is known to have a lot of uncac heable conten t, MAR client pro xy-cac hing still pro vides significan t benefits since cached portions are delivered very fast.

Finally , in Figure 12 we compare the resp onse time offered by the sample per TCP-connection scheduler implemen ted in MAR with the resp onse time obtained from an optimal scheduler. From this Figure we can see that this simple scheduler performs quite well and pro vides a resp onse time that is not far from the optimal one. However, in some cases this scheduler showed imp ortan t weaknesses that need to be overcome by more efficien t session scheduling proto cols.

0

50

100

150

200

250

300

cnn amazon yahoo

Download time (secs)

Websites

MAR HTTP Performance

Interface 1 Interface 2 Interface 3 MAR (actual) MAR (cache) MAR (optimal)

Figure 12: MAR HTTP P erfo rmance. Latency for different Web sites where the first three columns in each set rep resents the perfo rmance of each op erato r stand alone, next one is MAR (current implementation), next one is MAR with caching, and the last one is MAR (ideal).

For instance, in Figure 11 we can see the HTTP timeline distribution for each of the three interfaces used by MAR to download the CNN Web page. Eac h HTTP timeline plot pro vides the evolution of each TCP connection opened by the bro wser through a given wide-area interface. From this Figure we can see that the num ber of TCP connections opened by the MAR scheduler through each interface is ab out the same and equal to 11 connections. Th us, the MAR scheduler is doing a good job of load balancing requests among interfaces. However, we can see that not all interfaces finished at the same time. While the first two interfaces finished their download around 40-50 sec, the third interface kept downloading data all the way up to 70 sec. As a result, the end-user had to wait for the slowest interface to finish and could not benefit from the other idle interfaces.

This is due to the fact that man y large ob jects were assigned to the third interface, rather than being spread out over all interfaces. This is an interesting observ ation which clearly shows the limitations of such a simple scheduling proto col. Finding a session-lev el proto col that pro vides an optimal performance for the MAR router requires a thorough analysis of session-lev el schedulers under differen t deploymen t scenarios and applications. However, such a discussion is beyond the scop e of this pap er and the sub ject of on-going work.

5.2 Str eaming Performance

In addition to impro ving HTTP throughput, we consider the poten tial for a MAR system to also impro ve streaming performance. To quan tify the impro vemen t pro vided by MAR under a streaming scenario we implemen ted a UDP streaming system that sends pac kets through multiple interfaces in parallel, and evaluated the streaming qualit y for each interface and for the MAR system in terms of throughput, jitter, and buffer starv ation.

To this exten t, we consider a MAR streaming server that efficien tly utilises the available bandwidth from all channels,

(a) (b) (c)

0 20 30 40 50 60 70

7 9 11 13

# of TCP Connections

3 5 7 9

20 30 40

Time (sec)^{50 60 70} 1 2 5 7 9 11 13

# of TCP Connections

0 20 40 50 60 70

5 3 1 Time (sec)

11 13

1 0

# of TCP Connections

30 Time (sec)

Figure 11: HTTP time line sequence for each wireless interface while downloading CNN top-level page. a) Opt1, b) Opt2, c) Opt3. Each small rise in the lines rep resent a sepa rate GET request made using that sp ecific TCP connection.

ensuring that the streaming application closely matc hes the capacit y of the links. MAR streaming server uses a rate allocation and a partition algorithm that minimizes the probabilit y of pac kets arriving late. For each interface, the server estimates the average interface rate using the standard moving weighted average. Based on the estimated rate, the streaming server determines which pac kets should be sent on which interface. Th us, to minimize the chances of pac kets arriving late, slow interfaces are assigned pac kets to be played further in the future, while fast interfaces are assigned pac kets to be played in the near future. This assumes fairly accurate flow control, i.e. pac kets are only sent on links which have available capacit y thereb y avoiding unnecessary buffering during blac kouts and pac kets reac h the receiv er in time.

When the rate estimation algorithm fails and a certain interface becomes much slower than predicted, pac kets are lost. To relax the dep endency on exact channel rate estimation, we allow for a certain initial buffer. To offset the effects of the variable bandwidth over individual links we also apply FEC techniques over the data. Such an approac h intro duces a fixed amoun t of overhead on the data being transmitted, but presen ts the desirable prop ert y that for an (n,k) code, by enco ding a data ob ject into n blocks of data, only k blocks out of any n are required to reconstruct the original source data. Consequen tly, for a combined channel that statistically can supp ort a certain streaming rate, as long as the enco ded data size is less than the exp ected capacit y of the channel over a period of time equiv alen t to the data sample period, we would exp ect to be able to reconstruct the source data. More details on how to implemen t a streaming server that efficien tly mak es use of multiple interfaces can be found in [24] [25].

On this basis we consider the poten tial performance of such an algorithm using real UDP traces collected on a mobile environmen t. We therefore quan tify the streaming performance seen by an end-user for a single interface under multiple GPRS pro viders, and for the MAR system using three parallel GPRS interfaces (Opt1, Opt2, and Opt3).

The streaming session duration was appro ximately half an hour, which corresp onds to a mid-size clip. We simulated a streaming application where mobile users target a video streaming rate that is determined by the average throughput available through their connection. Th us, users on a single slow interface (e.g. 20 kbps) target low qualit y videos with average throughput equal to the throughput of the interface (i.e. 20 kbps), while mobile users using MAR target much higher rates. We assume that before starting playing a given video, an initial play-out buffer of 10 seconds is built for all videos.

We assume 25 Kb yte data chunks where we will perform FEC enco ding. We consider a value of (n-k) to be equal to 2, which will allow us to recover for almost all pac kets lost in our trace. The size of each individual block in this example would likely be something close to the MTU of the link, so for a 1500 byte MTU, we could achieve payload sizes of 1470 Bytes which would generate 17 blocks maxim um, or in our example a (17,15) code. Our useable throughput is therefore going to be a factor of (n − k) ∗ B where B is the block size, e.g. in this example 88.2%.

Given these parameters, in Figure 13 we plot the cum ulativ e streaming data receiv ed by each interface and by the MAR system at any given time during the duration of the session. We clearly see that using MAR, the amoun t of useful streaming data receiv ed by a given time is much higher than the amoun t of data receiv ed using any of the other stand alone interfaces. Th us, a mobile client can target much higher consumption rates using MAR than without it. Not only MAR enables faster streaming rates, it also provides a much smo other streaming exp erience since it decreases the burstiness of the stream receiv ed by the end user. To show this effect, in Figure 14 we plotted the inter-arriv al time distribution between video frames for a single interface and for MAR. Inter-arriv al time distributions for Opt1, Opt2, and Opt3 are very similar with an average inter-arriv al time around 450 msec and a long tail. For MAR, we can see that a) it pro vides a much smaller average inter-arriv al times around 154 msec, which enables higher streaming rates, and b) it pro vides a lower inter-arriv al time variance, th us, decreasing the burstiness seen by the streaming player. This benefits should be more pronounced as the num ber of interfaces multiplexed by the MAR system increases.

To better quan tify these effects in the end-user streaming exp erience, in Figure 15 we show the amoun t of outstanding data buffered in the streaming player for each individual interface and for the MAR system. Whenev er, the amoun t of buffered data falls below zero there is buffer starv ation and the video playout will freeze un til the buffer size becomes greater than zero. From this Figure we see that using

Figure 13: MAR Streaming P erfo rmance. Cumulative Data Arrival when using a) the MAR router with three parallel interfaces, and b) each interface stand alone

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

0 1 2 3 4 5 6

Probability (%)

Inter-Arrival Time (sec)

Interarrival time distribution for Multiple GPRS links and MAR

Opt 1 Opt 2 Opt 3 MAR

Figure 14: MAR Streaming P erfo rmance. Inter-a rrival time distribution for a) the MAR router with three parallel interfaces, and b) each interface stand alone

a single interface, end-users suffer frequen t buffer starv ations, which significan tly degrades their streaming exp erience. However, using the MAR system, even targeting a streaming rate that is four times higher than the one targeted with individual interfaces, the amoun t of outstanding data is always positiv e and well over the starv ation threshold. Th us, MAR can surviv e blac kout periods and sudden burstiness much better than using any other single interface and therefore pro vide a much smo other streaming exp erience.

In the Table 3 we calculate the exact starv ation probability for differen t interfaces and for the MAR system. From this table we can observ e that the probabilit y of buffer starvation for a single interface, even when the streaming rate is very low, is quite significan t. However, MAR can target streaming rates in the order of 76 kbps with a null probability of suffering an interruption during the 30 min ute video clip. Compared to a system that only uses one wireless in-

Figure 15: MAR Streaming perfo rmance. Outstanding Data buffer for a) the MAR router with three parallel interfaces, and b) each interface stand alone.

terface, on average, MAR prev ents streaming interruptions 23% of the time while targeting streaming rates that are 4 times higher.

6. OPEN ISSUES

As we have discussed, net work diversit y can be exploited in a wireless overlay and across cellular net works for systems that will use multiple net works simultaneously , such as MAR. Even if we consider that coverage offered by cellular net work infrastructures has substan tial overlap, MAR’s abilit y to exploit distributed diversit y from net works will be for most cases limited to performing good bandwidth aggregation. However, there migh t also be cases when the MAR router will have to hando ver sessions across differen t net works (e.g., GPRS, 3G, and WLANs). This is particularly true for the case when MAR has to exploit net work diversit y using WLANs. Eac h net work interface in a MAR router will usually be asso ciated with an IP address; however, there will be occasions where net work interfaces have less predictable coverage (for example, moving in-and-out of ‘hotsp ot’ WLANs [28]). For such cases, we need to understand the impact mobilit y can have on overall (vertical) hando ver performance. A thorough description of our practical exp eriences with GPRS–WLAN vertical hando vers is available [9].

Attempting to utilise energy efficien tly on a MAR router

T able 3: Probabilit y of Buffer Sta rvation for MAR and each individual interface. 10 sec initial playout buffer. system. Mobile environment. TCP traffic.

Op erator Streaming Rate (kbps) Starv ation Probabilit y Opt1 8.7 2% Opt2 39 57% Opt3 28 12% MAR 76 0% is a challenge since the consumption is closely tied to the amoun t of data sent and the num ber of activ e interfaces. Developing an efficien t algorithm for managing consumption would be a trade-off in optimising the available link capacit y per-user versus minimising the amoun t of power consumed and ultimately therefore would involve some policy definition. It is envisaged however that energy concerns are not as vital for a router that is transp orted in a public vehicle such as a bus or train which typically have less constrain ts on battery power than a small device battery .

MAR can accommo date plug-in schedulers and sessionlevel proto cols. Based on the results presen ted in Section 4.2 we believe that there is room for impro ving the MAR sessionlevel proto col through the utilisation of techniques such as FEC over large data sets, or through partitioning large objects into smaller blocks. The adv antage of such a system would be to help unify the size of all transfer ob jects such that the effects of link blac kouts or reduced throughput are minimised to only small outstanding data transfers. In such circumstances the transfer migh t even be restarted over a better performing link. Overall, it is anticipated that such an approac h should help to create a better load balanced system.

End-to-end IP based securit y poses some additional challenges to the MAR architecture. Such issues however are very common in net works nowada ys which utilise NAT devices to share one or more routable addresses between multiple hosts. The approac h typically used to solve the end-to-end IP level comm unication is dynamic IPSec pass-through which requires the NAT device to additionally keep state of all IPSec requests initiating from within the net work and forward the external traffic relating to that request on to the correct host. Higher level securit y proto cols such as Transport Level Securit y (TLS) and SSL used in secure web and email bro wsing should be unaffected as long as end-to-end TCP comm unication can be main tained.

Securit y at the link level itself for GPRS is fairly robust compared to man y technologies due to the Layer 2 SIMbased authen tication and, in some cases, further CHAP or PAP based authen tication at the PPP level. Once authenticated, the comm unication over the wireless air interface is encrypted using one of a selection of ciphers which pro vide adequate protection against eavesdropping or activ e data attac ks.

One asp ect of the comm unication architecture that has not been addressed is the pro vision of an upstream channel. In the TCP scheduling case, it is clear that the same interface as used for the downlink traffic for a connection should be used for the uplink TCP traffic. This is primarily due to the fact that man y cellular pro viders operate NAT/firew all policies for each connection, and consequen tly the state must be initiated from the mobile client. In the pro xy-serv er case which utilises a proprietary UDP comm unication proto col for optimising the link utilisation, the same NAT rules may also apply , however the actual conten t of the data that is transmitted over each link does not have to corresp ond directly to the downlink traffic. Consequen tly a similar upstream scheduling policy could be applied in order to share the load fairly across all interfaces. An additional benefit of this approac h is to enable better flow control per interface, and pro vide faster detection of blac kouts.

The economic or pricing model applied by GPRS pro viders is an interesting benefit to the MAR architecture. Instead of just paying a fixed amoun t per link as is usual for a data channel in a wired environmen t, GPRS traffic is typically charged by volume in addition to a standard line ren tal charge. The benefit therefore to MAR is that the incremen tal cost of adding more lines, increasing the throughput and consequen tly the performance of the router but sending the same num ber of bytes of data across the links is small. This mak es the pro vision of data services to users over a MAR router with multiple links an attractiv e model since the cost to increase the available throughput is low, whilst users typically exp ect to pay more for such impro vemen ts in service.

The pricing model migh t further be develop ed to accommodate policy based routing as determined by a charging metric per byte. In this circumstance, the MAR router would ideally be capable of selecting the cheap est route for low channel usage traffic, and only transmit across the more exp ensiv e links when traffic load is high. Accordingly , a dynamic weighted scheduling policy would be required that would bias the assignmen t of transfers across channels.

Wide-Area Coverage of Op erators is poten tially a limiting factor of the MAR architecture. In urban, highly populated areas the coverage by operators is sufficien tly balanced such that MAR can leverage the benefits of net work diversit y. In less populated areas, the coverage is more likely to be significan tly reduced and to exhibit higher performance correlation between pro viders. The location and pro vision of service by pro viders is generally a trade-off between the cost of main taining a base station and the anticipated num ber of users who will benefit from the availabilit y of that station. For wider area coverage over less populated areas, the transmission power can be increased, to reduce the amoun t of infrastructure required, up to a certain governmen t regulated level, however typically users will exp erience poorer signal qualit y and poten tially higher conten tion at individual base stations. The benefits of MAR will therefore be limited in less populated areas. This is an area of further study , and will be addressed in future researc h.

7. RELATED WORK

Berk eley’s BARWAN pro ject made several imp ortan t observations for wireless overlay net works [2]. The wireless overlay net work concept is a way to combine the adv antages of wireless coverage while still achieving the best possible bandwidth and latency for mobile devices at any point of time. The ob jectiv e in MAR is somewhat differen t, the idea here is to exploit the net work diversit y not just from wireless overlay net works, but also from the net work diversit y of the pervasive cellular infrastructure. While the BARWAN pro ject mainly focused on low-latency inter-net work handovers between overlays, MAR aims to exploit the net work diversit y inheren t in wireless access to aggregate bandwidth that can be offered as a larger and more stable pip e to the end users. Similarly , the IOT A Pro ject [1] deals with the integration of 802.11 WLANs and 3G Net works. However, their work focuses on how to seamlessly roam across these two net works rather than exploiting diversit y across multiple wide-area wireless links.

In some ways, the idea of exploiting net work diversit y for sustainable data rates in comm unications channels from wireless overlay and cellular net works has quite similar objectiv es to that of resilien t overlay net works [5]. In RONs, applications use an overlay net work to iden tify good and bad paths and switc h from one path to another as necessary, whereas in MAR the client uses the diversit y in the wireless access to benefit from man y links simultaneously , thereb y impro ving end-to-end reliabilit y and performance. In the same context, [6] prop oses to use multiple 802.11 APs to pro vide low latency video streaming to a single receiv er.

MIT’s Personal Router (PR) pro ject [4] has a broader objectiv e than MAR. The main idea behind PR is to pro vide technological infrastructure that supp orts mobile access to wireless services, along various dimensions such as net work supp ort with fast hando ver, pricing, QoS, net work traffic monitoring and user modelling. While the PR Pro ject evaluates man y key issues related to wireless access; the main ob jectiv e in MAR (of exploiting net work diversit y for reliabilit y and performance) is differen t from that in PR. However, some inno vations in PR migh t still be applicable for MAR.

Related researc h pro jects include the Mobile People Architecture (MP A) [20], the ICEBER G pro ject [19], and the TOPS architecture [21]. All the three pro jects attempt to pro vide user level mobilit y within one or more net work typ es. The MPA uses a person-lev el router, the Personal Pro xy, that trac ks a mobile user’s location, and accepts communication on the user’s behalf, performs any conversions, and then forwards comm unications to the user. The ICE- BER G and TOPS approac h dep ends up on trac king pro xy (or trac king router) nodes within the net work.

Other researc h pro ject close to the MAR system is the MOPED pro ject. In [22] MOPED explores efficien t inverse multiplexing at the transp ort level to aggregate multiple wireless channels and differen tiate transmission losses from congestion losses in wireless links. Similarly , in [23] MOPED explores how non-conflicting local area wireless technologies can be used to impro ve throughput and minimize mobilit y problems. The MAR system builds on top of these concepts and presen ts extensiv e results of the performance and diversit y of a multi-link bandwidth aggregation system over wide-area wireless links. Wide-area wireless links have a differen t set of problems compared to local area links (e.g. losses are hidden from the application through link-la yer retransmissions, differen t links may conflict with each other) and, th us, require a careful separate study . To this exten t, the GPRSW eb pro xy system [11] is a system that efficien tly impro ves end-user performance over wide-area wireless links, however, it does not exploit net work diversit y by using multiple net work interfaces.

A simple approac h for a standalone MAR router is to aggregate bandwidth from multiple links is to use link-la yer striping techniques [16, 17], where differen t pac kets are sent to each interface regardless of their connection id. However, such schemes work quite poorly in wireless links with large performance fluctuations [14]. Other approac hes such as PTCP have also been prop osed at the transp ort layer for bandwidth aggregation [14]. However, these schemes rely on the congestion windo w to be a tigh t appro ximation of the available bandwidth-dela y pro duct to be able to efficien tly strip e differen t pac kets in the differen t interfaces. In man y real deplo ymen ts (e.g. GPRS, CDMA 1xRTT), wireless systems include deep buffers in the Base Station Con trollers to mitigate burstiness and therefore artificially inflate the congestion windo w to larger than the true bandwidth-dela y pro duct.

8. CONCLUSIONS

In this pap er, we discussed the limitations of the curren t wireless access systems in the wide-area. To that end, we made a case for exploiting the net work diversit y in wireless access. We have argued that distributed diversit y in wireless access from differen t wireless overlay and cellular net works can be leveraged to pro vide a sustainable and reliable wireless comm unication channel. Based on exp erimen ts with pro duction net works, we have shown that there is a substan tial overlap in terms of coverage being offered by man y of these operators (e.g. Vodafone, Orange etc.) and also across net works (e.g. GPRS, 3G, and/or WLANs).

We intro duced MAR, a Mobile Access Router that utilises multiple wireless access links to aggregate bandwidth and pro vide local users with a smo other, more reliable access net work than can typically be pro vided by a single cellular link. By leveraging the diversit y pro vided through differen t wireless technologies, differen t net works pro vided by individual operators and even diversit y through separate channels allocated by the same base station, MAR can pro vide more stable and sustainable data rates for applications such as web bro wsing, email and data streaming.

The benefits of emplo ying a simple per-TCP connection scheduler presen ted, along with analysis showing what additional benefit could be achieved using a more sophisticated striping technique made possible by the server pro xy. The possibilities for including other higher-lev el optimisations in the server pro xy were also discussed, such as caching and compression. These benefits can all be achieved without requiring users to perform any software or configuration updates on their mobile devices.

Work on the MAR pro ject is contin uing, including a more detailed study of the benefits of utilising differen t link scheduling algorithms, as well as pro viding enhanced pro xy services through greater collab oration between the MAR server pro xy and the MAR router.

9. REFERENCES

[1] M. Buddhik ot, G. Chandranmenon, S. J. Han, Y. W.

Lee, S. Miller and L. Salgarelli, “In tegration of 802.11 and Third Generation Wirelesss Data Net works”, Pr oceedings of IEEE Infocom 2003, San Francisco, April 2003.

[2] R. H. Katz and E. C. Brew er, “The Case for Wireless Overlay Net works”, In Pr oceedings of SPIE Multime dia and Networking Confer ence (MMNC’96) , San Jose, CA, Jan 1996.

[3] B. Walke and V. Kumar, “Sp ectrum issues and new air interfaces”, Computer Communic ations , 26(2003), pages 53-65, Elsevier.

[4] D. D. Clark and J. T. Wroclawski, “The Personal Router Whitepap er”, MIT Lab oratory for Computer Science Technical Rep ort. Version 2.0 – Marc h 2001.

[5] D. G. Andersen, H. Balakrishnan, M. F. Kaasho ek, and R. Morris, “The Case for Resilien t Overlay Net works”, In Pr oceedings of HotOS–VIII , Schloss Elmau, German y, May 2001.

[6] A. Miu, J. G. Ap ostolop oulos, W. Tan, and M. Trott, “Lo w-Latency Wireless Video Over 802.11 Net works Using Path Diversit y”, In IEEE International Confer ence on Multime dia and Expo, Baltimore, MD, July , 2003.

[7] D. B. Johnson, C. E. Perkins and J. Arkk o, “Mobilit y Supp ort in IPv6” (draft-ieft-mobileip-ip v6-23.txt), May 2003. http://www.ieft.org .

[8] N. D. Tripathi, J. H. Reed and H. F. Vanlandingham, “Hando ver in Cellular Systems”, IEEE Personal Communic ations , Decem ber 1998.

[9] R. Chakra vort y, P. Vidales, L. Patanap ongpibul, K.

Subramanian, I. Pratt and J. Crowcroft, “P erformance Issues with Vertical Hando vers – Exp eriences from GPRS Cellular and WLAN hot-sp ots Integration”, In Pr oceedings of the IEEE Pervasive Communic ations and Computing Confer ence, Marc h 2004.

[10] R. Chakra vort y, S. Katti, I. Pratt and J. Crowcroft, “Flo w Aggregation for Enhanced TCP over Wide-Area Wireless”, in Pr oceedings of INF OCOM 2003. http://www.cl.cam.ac.uk/users/ rc277 /gpr s.ht ml [11] R. Chakra vort y, A. Clark and I. Pratt, “GPRSW eb:

Optimizing the Web for GPRS Links”, In Pr oceedings of the ACM/USENIX MobiSys 2003, May 2003, San Francisco, USA.

[12] P. Ro driguez and V. Fridman, “P erformance of PEPs in Cellular Wireless Net works”, In Pr oceedings of the 8th Workshop on Web Content Caching and Distribution , Sep 2003, New York.

[13] P. Ro driguez and E. W. Biersac k, “Dynamic Parallel-Access to Replicated Con ten t in the Internet”, In ACM/IEEE Transactions on Networking , August 2002.

[14] H.-Y. Hsieh and R. Sivakumar, “A Transp ort Layer Approac h for Achieving Aggregate Bandwidths on Multi-homed Mobile Hosts.” In Pro ceedings of the ACM MOBICOM, Atlan ta, GA USA, Septem ber 2002.

[15] M. C. Chan and R. Ramjee, “TCP/IP Performance over 3G Wireless Links with Rate and Delay Variation”, in Pr oceedings of ACM Mobicom 2002, Septem ber 2002.

[16] J. Duncanson, “In verse multiplexing”, IEEE Communic ations Magazine , 32(4):34-41, Apr. 1994.

[17] C. B. Traw and J. Smith, “Striping within the net work subsystem”, IEEE Network Magazine , 9(4):22-32, July 1995.

[18] J. W. Byers, M. Lub y, and M. Mitzenmac her, “Accessing Multiple Mirror Sites in Parallel: Using Tornado Codes to Sp eed Up Downloads”, in Pr oceedings of INF OCOM 1999, New York, NY, USA.

[19] A. D. Joseph, B. R. Badrinath and R. Katz, “The Case for Services over Cascaded Net works”, In Pr oceedings of WOMMOM’98 , 1998.

[20] M. Roussop oulos, P. Maniatis, E. Swierk, K. Lai, G.

App enzeller, M. Bak er, “P erson-Lev el Routing in the Mobile People Architecture”, In Pr oceedings of the USENIX Symposium on Internet Technologies and Systems , Octob er 1999.

[21] N. Anerousis, et. al., “TOPS: An Architecture for Telephon y Over Packet Net works”, In IEEE Jounal of Selected Areas of Communic ations , 17(1), Jan uary 1999.

[22] L. Magalhaes and R. Kra vets, “End-to-End Inverse Multiplexing for Mobile Hosts” In the Journal of the Brazilian Computer Society .

[23] C. Carter and R. Kra vets “User Devices Cooperating to Supp ort Resource Aggregation” In The 4th IEEE Workshop on Mobile Computing Systems and Applications , 2002.

[24] T. Nguy en and A. Zakhor “Distributed Video Streaming over the Internet” In Multime dia Computing and Networking (MMCN) , 2002.

[25] T. Nguy en and A. Zakhor “Distributed Video Streaming with Forward Error Correction” In Packet Video, 2002.

[26] P. Ro driguez, R. Chakra vort y, Julian Chesterfield, Ian Pratt, Suman Banerjee “Div ersit y in the MAR system”, Microsoft Researc h– Technical Rep ort, Sep 2003. http://www.research.microsoft.c om/~pablo /pap ers/ all fig.ps [27] “Squid Pro xy Cache” http://www.squid-cache.org . [28] J. Ott and D. Kutsc her “Driv e-thru Internet: IEEE 802.11b for Automobile Users” In Pr oceedings of Infocom, 2004.